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OBJECTIVES

security vulnerability assessment (SVA) to
t may lead to a security breech.

plan for security improvement”.




Assisted Living Facility resident arrested in attack,
death investigation launched

Nursing Home Resident With Dementia Beaten To Death

e of her lungs. Employees
e was found. She did
juries but died in the

75-year-old woman murdered in parking lot of husband’s
Washington nursing home.

und under her
an employee of *****
band.
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Patient assaults four nurses with a metal bar
during a violent hospital rampage.

Understanding Rings of Protection
Starting From the Outside and Working Our Way In

Rings of Protection

Inner ing
walert personnel

eintrusion detection sensors ~door and cabinetlocks

eguards on patrol and posted at

property-ine access points
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S Outer Rings

Outer Rings

walkways, and entry points
consistent with the
standards of the
Illuminating Engineering
Society standards?

Www.ies.org

Outer Rings

g'f minimize impact risk at sensitive
| l,l_ = areas including utilities and entry
points?
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Car Crashes into Nursing Home

Outer Rings

Buffer Rings
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Buffer Rings

Buffer Rings
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Buffer Rings

rough proactive

o
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Inner Rings

Inner Rings

. They know the building
2. They have a vested interest

3. They know residents and
families

.4 4. They likely know neighborhood
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Inner Rings

Allows us to secure
confidential information and/
or property
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Inner Rings

ss to security sensitive

its the building

ore secure workplace
former employees
keys

SO...WHAT DO WE DO???

Where we

How Do we Ge'l'\::f
7\ Want to Be

There
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ired by CMS in the Emergency
7

are the VULNERABILITIES)
e potential outcomes? (what are
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The P2T2® System

The P2T2® System

e opening up with you and sharing their concerns,

The P2T2® System
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The P2T2® System

The P2T2® System

d

?

comprehensive, or very basic?
regulatory standards?
ocate the policies?

The P2T2® System

etary?
of security?
onsible for security, are they

e to senior management for
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https://www.drugs.com/marijuana.html
https://www.drugs.com/cocaine.html
https://www.drugs.com/pcp.html
https://www.drugs.com/drug-class/narcotic-analgesics.html
https://www.drugs.com/amphetamine.html
https://www.drugs.com/methamphetamine.html

The P2T2® System

ovided for non-security staff?
ion of people and property?
ovided? (didactic and hands-on)
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The P2T2® System

erage? Ifyes, is it
a qualified security
of cameras being used?

ly to meet industry standards?

sed?

ion system that allows all employees to hear emergency

The P2T2® System
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The Physical Plant

ures that could increase the chances of an

EofAM
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EoAM
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n budgeting for a security
anagement program
of your daily operations.
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Strategic Plan for Security Improvements
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Strategic Plan for Security Improvements

LOW RISK EXPOSURE / HIGH COSTTOCORRECE
LOW RISK EXPOSURE / LOW COSTTOCORRECH

Strategic Plan for Security Improvements

. Move all “low cost” recommendations over to operations side, as these are
usually the easiest and least expensive improvements to make.

. Develop a listing of “high cost” recommendations and determine budgetary
requirements for each.

. Determine what order these activities must be in.
want to buy cameras until you have

. Determine what your available finani
years.

. Build the plan.

Example from an SWA Plan

- L

ressing herein include:

stem currently in place at the community.
lanagement systems that include:

lance systems

systems
stems and duress alarm systems
ction systems
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Example from an SWA Plan

it Prevention
Notification System
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